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Receive HTTP Request for 
User Interface Messaging Session from Gateway 
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Access Subscriber Profile for 
Called Party from LDAP Directory 



I Ge nerate Prompt for Calling Party to Leave Message 
— 



Receive Message from Calling Party as .wav File 



Send Prompt for Encryption Option 
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■f Encryption Option Selected? f 
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Generate Transport Header and 
Output Message to Called Party 
Message Store via IMAP or SMTP 
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Send Encryption Key Prompt 
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Send Received Encryption Key 
and .wav File to Invoked 
Encryption Utility 



Encryption Utility Encrypts .wav File (header and payload) 

into Encrypted File 



Receive Encrypted File 
from Encryption Utility 
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Generate Message Transport Header with / *? £ 



Called Party Message Store as Destination Address 



Output Message Transport Header and Encrypted File 
as Encrypted Message to Called Party Message Store 
via IMAP or SMTP 
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Figure 5 A 
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Receive HTTP Request for User Interface 
Message Retrieval Session from Gateway 
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Access Subscriber Profile for Messaging 
Subscriber from LDAP Directory 
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Generate Login Prompt for Messaging Subscriber^ —' /£V 



Generate Message List upon Succes sful Login \ fib 
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Access Stored Message Selected by Messaging Subscriber via IMAP 
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Selected Message Have File Extension (.uem) 
Specifying Encryption? 



Generate Prompt for Decryption Key 
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Output Stored Message to 
Messaging Subscriber 
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Send Received Decryption Key and 
Encrypted Portion of Stored Message 
to Invoked Decryption Utility 



1 Obtain Decryption Result from Invoked Decryption Utility — in 



Output Decryption Result to Messaging Subscriber 
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Figure 5B 



